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Modelling user behaviour characteristics for identification
Daniela Chudá, Maroš Majerčík
Abstract: In the e-learning process is identification and authentication of user very important. This
paper proposes a new form of passive authentication of user during his work with computer, which is
based on behavioural biometrics. We use high level behaviour of the user for his identification, which is
based on sensible action made in computer system. We have designed, implemented and verified a
system for passive authentication of user, which is based on monitoring the events generated by
operating system in response to user activity within the scope of arbitrary program.
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INTRODUCTION
Checking the identity of the user in e-learning systems is designed only to
identification and authentication of the user at the beginning of e-learning process. The
users can share the identity in systems by means of sharing the username and the
password. The introduction of additional authentication techniques by modelling user
behaviour characteristic provides an added level of security.
This paper is organized as follows: Section 1 describes the related works and
Section 2. is about the our solution of modelling user behaviour, proposed algorithm, its
implementation and Section 3 is about the testing and evaluations and the final section
presents conclusions and suggestions for future work.
1. RELATED WORK
It was shown [3] that the same neurophysiological factors that shape our writing
activities, and make it unique, are also responsible for the rhythm and dynamics of
writing on the keyboard. It is a sign that it is for each individual characteristic and hardly
imitable. For this reason, the model of keystroke dynamics provides of interesting
opportunities in the field of electronic systems. We analyze previous work [5] on the
topic keystroke dynamics, we analyze the type of used measures, the evaluation
methods and the data used for testing. Some authors uses the statistics evaluation
methods [2], [13] and some authors used as evaluation method the neural networks
[18], [19]. The measure for keystroke dynamics are digraphs, trigraphs, flight time and
dwell time. Mouse dynamics can be used for user identification [1] too. For this
characteristic are use the mouse actions in the categories: mouse-move general mouse
movement, drag-and-drop the action starts with mouse button down, movement, and
then mouse button up, point-and-click mouse movement followed by a click or a double
click, and silence no movement. This is a user behaviour on lower level, which is
monitored the keystroke dynamics and mouse movement.
We can model user behaviour on higher level, which is based on his action in
computer system. We analyze previous work to identified user behaviour patterns.
Interaction between user and program can be analyze on the several levels of the
abstraction [10], [11], from the lower level where are physical events to the higher level
like windows system events, applications level,… The monitoring user work style and
identifying different episode from the users actions [16] should by used for intelligent
adaptive user interface.
2. OUR SOLUTION
We present the system for passive authentication of user, which is based on
monitoring the events generated by operating system in response to user activity within
the scope of arbitrary program. Our solution is based on analyze of the research [10],
[11] and [16] and we propose the monitoring user work style without the time. Our
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system process and evaluate the events in several steps, see Fig. 1. We have
implemented the modules for the capture events generated by the operating system
using the Windows API libraries, a module for processing these events, a module for
creating a user model, and finally evaluation module.
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Fig.1. The diagram of propose system for modelling user behaviour characteristics
for identification
We propose 3 comparative algorithms.
We propose comparative algorithm which is based on percentage of appearance
events in patterns and events on the all user models. The winner is user model which is
closest to the compatible model (our algorithm 2) [17].
winner =Max{ each m in M : NEPEMm/NEP*100% }

(1)

Legend of (1):
NEPEM number of events in pattern which is equal to the model m,
NEP number of all events in pattern,
M set of all users models.
The model is created from user events generated by the operating system in
response to user actions. Events are stored in the model as a unique set of events
together with their frequency, which determines how often the event is generated in the
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work of a particular user. Model also includes basic information about the user who
created it in addition to the events.
The module for capture events generated by the OS, logging module is
implemented like a applications which generated a data file with system events. In the
table 1 we can see the list of attributes monitoring events.
The systems events for monitoring:
• events applicable for higher level of user monitoring:
o Accelerator event (A),
o Control event (C),
o Key event (K),
o Language change event (LC),
o Menu action event (MeA),
o Menu select event (MS),
o Sys command event (SC),
o Window activated event (WA),
o Window created event (WC),
o Window destroyed event (WD),
• events applicable for lower level of user monitoring:
o Key event (K),
o Mouse action event (MoA),
o Mouse move event (MM),
o Mouse wheel event (MW).
Table 1: The list of attributes monitored events
Event
Attribute

Event type
Name of the process
Time
ID component
Tags
Key
Allocation of keys.
Coordinates
Identifier

A C K LC MeA MS MoA MM MW SC WA WC WD
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3. EVALUATION
We are using for testing and evaluating [17] the data from 22 users, what is 471
hours of active work with computer in operating system. The data were first filtered to
include only higher level events. Subsequently was all files distributed in the samples,
while the limit for the distribution we used the number of events.
Characteristics for evaluation of model:
y FRR, system do not authenticated authorized user (FRR - False Rejection
Rate, it also uses the term False Alarm Rate), error type 1 - a legitimate user
is rejected,
y FAR, system authenticated impostor as an authorized user (FAR - False
Acceptance Rate, also used the term Impostor Pass Rate), error type 2 - an
impostor is accepted as a legitimate user."
For evaluating the our algorithm 2 we choice the threshold in range 50-80%. All
calculated values FAR and FRR are on figure 2 and 3.
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We managed to obtain sufficient amount of data, but not all users to provide
sufficient amount of data to create a stable model of the user. This resulted in high
levels of FRR in the number of users 11,13,18,20.

Fig.2. Calculated values FRR and FAR for threshold 50% - 80%, algorithm 2

Fig.3. Calculated values FRR and FAR for users, threshold is 74%, pattern 300
events, algorithm 2
The results of our test shows that the algorithm 2 is capable of when the sample
size of 100 events with relatively high accuracy to identify the user when the values of
FRR and FAR 3.077% 2.289%. Please note that 100 events will generate an average
user in the active work time for 1-2 minutes.
The constrains of our systems are in knowledgeable mimicking of user behaviour
in systems and in changing of user environment - operating systems, software.
One of the main benefits of this work is to confirm the ability to identify the user
based on his behavior at a higher level. For verification of the proposed solution has
been shown that using high-level model of the user is able, with relatively high precision
(FRR = 3.66% and FAR = 1.47%) to determine whether the computer works authorized
user or an attacker. Important role in identifying and selecting appropriate play features
(in our case, events) on the basis of which it is possible to distinguish the behaviour of
multiple users.
Another benefit of high-level modelling in comparison with the modelling at the
lower level is to improve the reaction time of the security system. In the case of writing
on the keyboard this time around about 10 minutes [9], and we must take into account
the fact that the user must use the keyboard at work. A similar situation is also in the
case of work with the mouse, where you can calculate response time moving beyond
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the 13 minute [1], that we know with reasonable accuracy to identify the user. Again it is
a condition that the user must work with the mouse. The advantage of the solution
proposed in this work is the fact that the data are obtained simultaneously from both the
input devices, allowing to reduce the response time to a level of 1-2 minutes (depending
on the intensity of the work of the user) while maintaining acceptable levels FRR =
3.077% and FAR = 2.289%.
CONCLUSIONS AND FUTURE WORK
We propose a method for passive authentication of user when use the computer
systems during e-learning process. Similar models can be employed in e-learning
environments [12]. Module was implemented for the capture events generated by the
operating system using the Windows API libraries, a module for processing these
events, a module for creating a user model, and finally evaluation module. To verify the
identity of the user in the evaluation module, we designed and tested 3 methods of
comparison samples of compliance with the model. Verification of the proposed solution
we make to set of 22 users, from which we obtained a total of 736 hours of work for a
computer, which is about 1.14 * 106 high-level events. The effectiveness of different
methods of comparison, we verify the calculated values FRR (number of authorized
user rejection expressed in percentages) and FAR (the number of penetrations attacker
as a percentage) for all 22 users. For best results we achieved user authentication with
comparing, with which we are in the size of the sample 300 events measured value
FRR = 3.66% and FAR = 1.47%, with 300 events in the active user will generate work
for about 3-6 minutes.
For the above limitations and benefits that better results could be achieved by
combining the two levels (upper and lower) and thus created a model of behavior, which
would use the advantages of both approaches. The connection could it be implemented
in several ways: combination of different models keystroke dynamics, mouse
movements and users behaviour on higher level using systems.
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